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What is “ldentity Access Management”?

*Definition: “Identity and Access Management (IAM) is a security and business discipline that includes
multiple technologies and business processes to help the right people (and associated digital identities) to
access the right assets at the right time for the right reasons, while keeping unauthorized access and fraud
at bay.” Gartner

*Policy references:

* Indian Health Manual (IHM), Part 8, Chapter 21 — Access Control; IHM, Part 8, Chapter 19 — Least Privilege; IHM, Part
10, Chapter 1 and 7 — Access Control and Identification and Authentication (pending final approvals)

* |HM, Part 5, Chapter 30, “Homeland Security Presidential Directive — 12,” February 28, 2024

*National Institute of Standards and Technology (NIST) Special Publication (SP) 800-63, Digital Identity
Guidelines, OMIB M-19-17, Enabling Mission Delivery through Improved Identity, Credential, and Access
Management and OMB M-22-09, Moving the U.S. Government Toward Zero Trust Cybersecurity Principles.

*Dear Tribal Leader Letter (DTLL) dated February 29, 2024, The IHS Director writes to Tribal Leaders to
provide updates on Agency procedures for access by Tribal staff and contractors to IHS facilities and
computer networks.

wide consolidation of human resources (HR) offices, an initiative that references a "One HR.”
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*DTLL dated March 4, 2024, The IHS Director writes to Tribal Leaders to provide an update on the Agency— { *" s.;;\
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|[dentity First Security

Identity-First Security refers to a security approach that emphasizes the use of identity as a central
component for securing systems and resources. It focuses on the notion that strong and reliable
identification of users, devices, and other entities is crucial for effective security measures. 61% of all
breaches involve stolen credentials (Verizon Data Breach Investigation Report 2021)

Identity-First Security involves a shift towards a more granular and context-aware security model that
revolves around identities and their associated attributes. It involves the use of technologies and practices
such as multi-factor authentication (MFA), identity and access management (IAM), privileged access
management (PAM), and Customer IAM. This involves improving identity verification practices,
implementing mandatory phishing resistant two factor authentication, integrating and automating access
based on identity validation and authorization and improving the customer experience and employee
productivity seamlessly with automation and Al, By placing identity at the center of the security model,
organizations can establish a stronger level of trust and control over their systems and resources.

With Identity-First Security, the implementation of policies and controls that are tailored to specific
identities allow organizations to enforce the principle of least privilege where users are granted only the
necessary permissions to perform their tasks.

Furthermore, Identity-First Security enables organizations to monitor and track user activities more qsm&%

effectively. By associating actions with specific identities, organizations can detect anomalous behavior, ‘/(' %5‘ 2

detect potential insider threats, and respond to security incidents more promptly. \t "4 9‘;:’
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|[dentity First Security Benefits

Stronger authentication

By implementing multi-factor authentication (MFA) along with complementary technologies such as adaptive
authentication, the reduced risk of unauthorized access protects sensitive information.

Granular access control

Identity-First Security enables organizations to implement fine-grained access controls based on user identities and their
associated attributes. This principle of least privilege ensures that users have only the necessary access privileges to
reduce the risk of privilege misuse and unauthorized access.

Context-aware security

Identity-First Security considers contextual information such as the user's location, device, and behavior patterns to
assess the security risk and apply appropriate security measures. This adaptive approach enhances security while
minimizing disruptions for legitimate users.

Improved visibility

By associating actions with specific identities, Identity-First Security provides enhanced visibility into user activities. This

allows organizations to track and audit user actions more effectively, detect suspicious behavior, and hold users
accountable for their actions to discourage insider threats. SALTy,




Improvement Opportunities for Onboarding New
Team Members

*Overview: IHS has more than 23,000 active identities being managed using SailPoint IAM.
Each user is unique, requiring specific access for specific support. Opportunities for
improvement involve the following areas:

IHS Area and Facility Roles and Responsibilities

IHS onboarding processes, communications and actions required

Improving the understanding of IHS Policies relating to Identity and Access Management

Improving the understanding of the timelines required in preparation for Day 1
* Improving training availability on the processes

Technical challenges on the use of SailPoint IAM or identity issues that require escalated
support

* Availability of Local and Area contacts for information and support e, gRITy
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SailPoint IAM and Service Now Overview

* SailPoint IdentitylQ is an Identity and Access Management Governance product that will
provide automated provisioning of IT access requests for connected applications as submitted
from ServiceNow.

* SailPoint IAM will also be used as the Identity governance and compliance platform for which
managers and ISSOs carry out their roles and responsibilities through various business-related
user lifecycle management workflows for all IT Access requests and certifications.

* SailPoint IAM leverages the data that is collected from other authoritative identity data sources
(Smart Card Management System (SCMS), IHS Human Resource Systems, ISSA, Active Directory
etc.), in order to facilitate the provisioning of access to target IT systems and validating access
through automated processes.

* SailPoint IAM retains all user identities with an HHSID for auditing, reporting and future
reinstatement actions S, sy




SailPoint IAM and ServiceNow Benefits

e Automation and workflows
* |[dentity validation and pre-creation based on authoritative source

» Access requests are integrated from ServiceNow to SailPoint IAM (standard request
process for all Catalog items)

* Improved Security policy enforcement for all Digital Identities
* Enforcement of mandatory Security training
* Automated Dormant account management
e Authorization, Yearly Certification and Mandatory Reporting
» Area Information System Security Officer (ISSO) Oversight, approvals and monitoring
* Yearly certification compliance has improved more than 20%
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|AM Roles and Responsibilities

*Area Human Resource Office
* They are to coordinate with the Hiring Manager on the identification and approvals to hire a new employee.
* They are to update the Enterprise Human Capital Management (EHCM) system with required new employee
information
* They are to coordinate the new employees start date and communicate with the Hiring Manager

*Personnel Security Representative
* They are to schedule each new IHS employee, contractors and volunteers for fingerprinting and identity proofing.
This includes the required forms, information and location for the appointment.

* They are to validate the users pre-clearance authorization and communicate the status to the Hiring Manager
* They are to issue and then later terminate the users PIV card upon user leaving IHS

*Hiring Manager/COR
* They are to confirm the level of physical or IT access needed for each new team member as part of onboarding the
new user using SailPoint. This includes the needed roles and entitlements.

* They are to submit all IT access requests via the ServiceNow portal for approval and fulfillment. AL
. . . . & y }y
* They are to review a user’s IT access based on the Annual IT certification review and to submit for ‘{ 5 O %
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IAM Roles and Responsibilities (cont.)

* Hiring Manager/COR (cont.)
* They are to terminate a users identity and all associated access first using SailPoint IAM and then submitting application

access terminations using ServiceNow
* They are to confirm authorized access by accepting or revoking a user’s access privileges when they leave IHS or access is no

longer required. NOTE: Contractors are NOT to be sponsors, only Federal or Tribal staff.

*|SSO Role and Responsibility for Certification
* They provide the needed process support for escalations, forwarding and reassignments and approving of some access

requests
* They are to confirm mandatory pre-requisites have been completed for access to IT systems and services within IHS.

* They are to certify the completion of access reviews by all Area SailPoint managers and to monitor using specific Area

Reporting

* Local IT Fulfiller Role and Responsibility for Certifications
* They are to validate current access authorization, roles and functionality requested and approved.
* They are to provision a user’s local IT access based on requests submitted through ServiceNow

* They support the IAM process with information on training availability, Knowledge Base Article documentation,

email notifications, etc.




Onboarding New IHS users (Team Members)

*See IHM Circular, Management Onboarding Policy and Checklist

*Requires coordination with IHS Area Human Resources Offices (HR)
and Personnel Security Representatives (PSRs)

eAuthorization to “Claim and Onboard” a new Team Member begins
with the “Preclearance Authorization” from the local HR office.

*Within two weeks of the users enter on duty/start date (EOD),
Managers are to access SailPoint and “Claim and Onboard” their new
Team Members. This allows for account creation, access request
submission and approvals and equipment readiness well in advance
of the users start date.




Claim and Onboard New Team Members

NH receives

HM makes email copy of NH Accepts "wn:'rnyhm HR notifies PSR PS:.I;I:::::
selectionin > Tentative Offer —> Tentative Offer —> background of NH ~  background check
USA Staffing letter from USA in USA Staffing onboarding

Staffing process with NH via email
p J
HM (SailPoint
NH preclearance :H comrlem PSR notifies HR of '::':::::’::’ HFM Nlotlﬁed of sponsor)
documents > m':"::.::’::_ > status of NH > T o> et ::; —> notifies NH to
submitted P preclearance EHCM by HR complete ISSA
training
v J
sailPoint Sponsor NH completes HM updates H ""’;"‘"’ v s""‘:t"' day.
submits a “Claim and ISSA training the SailPoint Sar "'“m f:“'" °°"‘"| "'::‘“’
Onboard New — and sends —> user profile for > H.:q" J — e d
Employee” creating completed cert the ISSA vmwa;:kequesm “;:n:'m’ first
D1 account to HM training email h "Am’;”"’"‘ w day o

Participants: Hiring Manager (HM) or COR, HR Specialist (HR), Personnel Security Representative (PSR), ’/é'
SailPoint sponsor (SPS), New Hire (NH), e-QIP=Electronic Questionnaires for Investigation Processin L2



Onboarding Checklist

wammnos  Nanagement Onboarding Checklist

DERPARTMENT OF HEALTH AND HUMAN SERVICES
Indian Health Sarvice
=ocavils, Margand 20607

Trasapee Masme, Fstun The, Sevies, Srede, OFue/Aeaitervne Ut Depwtmerd
for 0 OHR

T

INDWAN HLALTH SLRCL CIRCULAR NO, 2000

ARet snriatce of SOme g Secry At talirsre (2
QEPD-LY regurerme s, supervicr works frougy tw i locol
Mawan Besources MR or HEPD 42 1Y 1o ichadude aPencesd
ety Ve Teasan cad 1A ca€ evelney o m
El L i
T Saporvior sty S ket Wk iDL Woregs Wy Teavs, ad
R e e T L ST Ll e 1 S T ) SN NERT T T
hapon ] te 339 fw solectes ompioyme o ther teay Coraureeh, 1 P_)T_(__r,:-_
e uporviner Jrocd e sckied cvplonce o lobe te i kormetion
Secarty Snbews Ao |G verig € USAL o teath
B PN O TR YR Rl O R e 2 Dolc‘_.'
SO0 Pakt COMEEne LREA 11 ng price 20 o within M hown of
WA O 1 B DO A0 scom 13 1 rfor e on s The
WANWG (0n et b DL Ty SRR 30 (3 B b I g W ay 9 akygioand
| AR COVWCRS dic e
TOOyes Cargret e S5 ¥ ariy svl s h IR s e g o i e
AT S0 DV G 2 B WSO W YTl av) 4 Respansbitizs
I TS enpiOye0 profie.
TApOrvace orer Nersacre ond yher reganta vio $e Sirvierow
portal nanaged oy Te 0Fce of Ivcimal ko I Sppen
s Mt S ORS). Sumratncr v b H0Srea’ e by
I ek Daih 1 O (d\"‘wb Hatiohs paitew, &y
Mawan Beacarces MR COrta il rew A pone o o 1 Trat iy Wi
erer el rnructionn on Boe ey perting Yee 0 sxce
BB w0 G A R L e 7 Efectvwe Date
| Superwnar 1o contact with ackiteesl dctals
TUPOVR AR e e OO 10 e v ol sl ogtordly
PP and e AN, K W
FRchoy MLgei pat i Mt W or b en. Ths may e
L sapmichy bvgarteel by crapoyee) wakrg e ekcle [OFIICHAL, 1 PURSOGE . e purposs o s aroulan s o esiaubst e Incien Hesglh Serace (1HS) proosdure o propes @ corplels ooboesding ol new
PR (O RS T S e e T LN T
s o pphon TES 0K el 3. ampineas
MR DORAMI BTy O ERIY PRCCHEE W OB ETAte | 30 S B sl 1y ee 50
ot :::‘T,:::’:',"_'”‘ e 2. POLICY. Tre Cnbocrding Checkist JEXNEN 2009 A1 1P0F - €07 KE], 15 & Mandatony tool for SUpenvieors to uze when 3l newy 2mpks
for Db cnfOfNck . hrec Ths chacsist vall stardaiee and docament the complehan of reqursd achons and Sasks far boh the erployes and superasor

Reoanss Retontion

G Supergedure




Onboarding new IHS users into SailPoint |AM

*When to claim and onboard
*Validation of Mandatory Security Training (ISSA) compliance
eLocal IT notifications

*ServiceNow access requests

*Ready for Day 1°?




1.0pen web browser (e.g., Google Chrome or Microsoft Edge).

2.Navigate to the IHS ServiceNow Self Service Portal main page IHS IT Support (https://www.ihs.gov/itsupport).

3.Click Request Something (highlighted) from Self Service Portal main page to navigate to Service Catalog.

QEALTy
i1}
e?s.\%‘?.
Hello User, Welcome to IHS IT Support
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https://www.ihs.gov/itsupport

Select My Team’s Access (1 - highlighted), to display My Team’s Access Service Catalog items list.

Select Manage my Team (2 - highlighted) from My Team’s Access Service Catalog items list.

My Team's Access
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IHS User Clalm and Onboarding Form
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Select User

‘ ' v
First Name Last Name
Fosidon 1itie Org Name Dty Station Name
User Details
Ama* Servica UnitDivision *
v v
RPWS Ondy Usaer
Additional User Details
Facility Stoece Address ™ Chy * State " Postal Code ™
v
Tulupliesim Kuembe
o ol ng Sormat PYA-ARYYAM An o the addtion of an “x N ramber
v
1 581 howad zuttx M applicabie. Loaws blank B not apoiicatic
v

354 amail usad nmed

Fleass raquast tha T

! % sand the compited ISSA Training Cantiicata to you as the ma
This Matingget e

W fraining

S il 1onre sl ol vpdmbong i singdeorgms pinfle NG (AT svcanml s anfaion] ooy wil w el

N rastEost Al nmsn A SnAlssbad In da Avenn mealla




Onboarding new IHS users (Team Members)

*PI1V card issuance to be scheduled by the Area PSR

*Orientation for the First Day — Visit with HR (Federal Employee
Benefits and forms, TSP, etc.), Learning about IHS, Introductions to
Co-workers, Review of Organizational Charts, review of duties and
performance expectations (PMAP), confirmation of access, etc.

*Providing an Orientation presentation or list of where to find
information, training, etc. See https://youtu.be/4ezqgKQYR828

*Access to other key systems — Mypay, ITAS, eOPF, Concur, LMS, etc.

*Where to go for Questions and Support (both IT and non-IT |tems q
*See a list of ServiceNow FAQs in the Portal '/é e
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https://youtu.be/4ezqKQYR828

Claim and Onboarding for Affiliates

Manager uses SailPoint

Manager confirms with Ma rconfinme the to Claim and onboard New Affiliate user Manager submits

HR or Area ISSO thatno —> | Identi ——> (create) a new Affiliate —— notified by managerto >  access requests into
other identity exists e ID within 2 weeks of complete ISSA training ServiceNow
the users start date
|
7
Manager requests for
Team Member
SailPoint Manager any GFE & additional
Manager confirms start completes ISSA training Manager updates users
date for new affiliate > notifies NH to complete > and provides cert to > profile for ISSA training > (ST TS Do
ISSA training using ServiceNow
e Catalog

Q@Mny 9
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Participants: Contracting Officers Representatives (COR); Personnel Security Representatives (PSR)




Yearly ISSA Compliance

*Per IHS Policy, all IHS users having physical or IT access to Enterprise or local IT
systems are required to complete the mandatory ISSA training by the due date
provided by the IHS Chief Information Officer (CIO).

*ISSA compliance verification is based on the users HHSID and ISSA email account
to verify completion

*By the due date, SailPoint IAM will enforce approved IT access verification based
on the completed ISSA training for all current and new user identities.

*Access will be disabled for all non-compliant users until ISSA training has been
validated and the users profile updated with the ISSA email.

*The FY24 ISSA compliance reached over 97% compliance by the due date
required. Great work everyone!




Yearly Access Certifications

What are Certifications and Why is it required?

*Federal security regulations require all IAM Access Managers to conduct annual team member access
reviews and validation for every team member once a year or more often as necessary, and make
administrative changes if there are discrepancies. This annual access review is essential to ensure that
users maintain only the access needed to do their jobs. This includes the determination for continued
need for specific access and privileges in alignment with users role and duties. This process of reviewing
and certifying access is known as certifications or an IT access review.

*These requirements apply to ALL identity types (employees, contractors and affiliates).

*As it can be seen, Identity and Access Management and the authorized access to critical IT systems, is a
vital component of an organization’s security posture. As we move forward into the next generation of
business automation andgHeaIth IT, both on-premise and in the cloud, solid IAM business practices and
associated technologies will help significantly ensure a more efficient and secure computing environment
in support of patient care.

*This activity is currently performed once per year only for specific access items (Admin accounts, VPN,
PIV Exemptions, Sponsor roles and minor HealthIT applications.

R SERVICES o, AL
*This year’s scheduled certification campaign resulted in a 90% compliance rate! ‘{ T WL
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Off boarding Team Members

*Users/Team Members to be terminated are identified based on the following
criteria:
* Employees who will be leaving IHS

* Contractors who are no longer supporting IHS
* Users who may be moving to another IHS Area

*Preparation requires communications with HR and PSRs at least two weeks prior to
the users last day (for termination in EHCM and SCMS)

*Managers must submit a Scheduled Termination using SailPoint IAM for the D1
account

*Managers must submit for access terminations for RPMS and other applications

using ServiceNow ‘{ Q%’%
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Off Boarding Checklist
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Terminating |dentities and Access

Manager confirms with HR or M‘:::::';::::::' = Managers notifies the PSR for G M’;’::':;:::f’ mlyon,
Contract PM with lastday for — —> the termination date ofthe >
e e termination for the D1 PIV card equipment, PIV card, keys,
account parking permit, etc.
Manager submits for HealthIT cx?e:m‘l - q::: 'uquu:s":or HR and PSRs will update the S.I:::‘I:bllthfno:-dlezo d'avs foflns
amssswml‘ m':m’ using > termination such as Concur, > EHCM danpalcduﬁmlnm the > reinstatement as long as the
. UFMS, FBIS, etc. SCMS status is reactivated.
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Participants: Manager/Contracting Officers Representatives (COR); Personnel Security Representatives (PSR)%“‘%m ’




Reinstatements for Returning Users (Identities)

*|HS Identities with an HHSID# will continue to be stored from within
SailPoint for potential future reinstatements.

*Returning users may be “reinstated” using Identity Operations
within SailPoint IAM as long as the SCMS (P1V) card status is still
active.

*Managers are to ensure that all team members have an HHSID. New
Affiliate Identities will be required to be approved by the Area ISSO.

*Returning users will require new access requests to be submitted
using ServiceNow.




References

*KB0013552 IAM: Manager's Quick Reference Guide to Team Management, o
https://ihsitsupport.servicenowservices.com/kb view.do?sysparm article=KB0013552 . This includes:

*KB0013552 IAM: Manager's Quick Reference Guide to Team Management,
https://ihsitsupport.servicenowservices.com/kb_view.do?sysparm_article=KB0013552, to include updating a users
profile for the Area/Facility and ISSA training compliance

*KB0013068 IAM: How to Reinstate a Disabled or Terminated Team member's AD Profile , D1 Network Access,
https://ihsitsupport.servicenowservices.com/kb view.do?sysparm article=KB0013068

*KB0012019 IAM: How to View a User's Identity Attributes (Profile),
https://ihsitsupport.servicenowservices.com/kb view.do?sysparm article=KB0012019

*KB0012036 IAM: How to Update Employee Profile or Injtiate a Domain Transfer in IAM
https://ihsitsupport.servicenowservices.com/kb view.do?sysparm article=KB0012036

*KB0013068 IAM: How to Reinstate a Disabled or Terminated Team member's AD Profile , D1 Network Access
https://ihsitsupport.servicenowservices.com/kb_view.do?sysparm_article=KB0013068

* KB0012556 SailPoint/IAM Access Management Support Call Frequently Asked Questions,
https://ihsitsupport.servicenowservices.com/kb view.do?sysparm article=KB0012556

*|AM SharePoint Training site

* Acronym lists and SharePoint sites may be available within each Area/Program for specific functions/services =, ~ e
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Kathryn Lewis
Manager, IT Operations
Headquarters, OIT
505-563-5080
Kathryn.Lewis@ihs.gov
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