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WWhhyy iiss GGoovveerrnnaannccee,, RRiisskk,, aanndd CCoommpplliiaannccee 
((GGRRCC)) IImmppoorrttaanntt?? 

⮚ Good governance practices ensure that an organization operates ethically and transparently 

⮚ Risk management is important in minimizing loss and identifying risks early for mitigation or 
avoidance 

⮚ Maintaining compliance is important to avoid regulatory fines, legal penalties, and 
reputational damage 

⮚ All three are important for maintaining compliance managing risks, making informed 
decisions, improving performance, protecting reputation, maintaining financial health, and 
upholding ethical standards 
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WWhhaatt iiss tthhee AArrcchheerr GGRRCC TTooooll?? 

⮚ Developed by RSA 

⮚ The Archer tool is an integrated platform designed to help organizations manage processes related to GRC. 

⮚ Why Archer? 

⮚ Archer is rated better than competitor GRC tools due to its intuitive interface, automated workflows, and 
scalability. 

⮚ Features 

⮚ Archer offers key features such as customization and end-to-end scalability, which allows the IHS to achieve GRC 
goals. 
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HHooww DDooeess tthhee AArrcchheerr GGRRCC TTooooll HHeellpp AAggeenncciieess 
AAcchhiieevvee EEffffeeccttiivvee RRiisskk MMaannaaggeemmeenntt?? 

⮚ Centralized Risk Management 

⮚ Archer provides a single, centralized platform for management and storage which can help with consistency 

⮚ Risk Identification and Assessment 

⮚ Risk register 

⮚ Risk assessment tools 

⮚ Continuous Monitoring and Reporting 

⮚ Real-time monitoring 

⮚ Automated reporting 
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HHooww DDooeess tthhee AArrcchheerr GGRRCC TTooooll HHeellpp AAggeenncciieess 
AAcchhiieevvee EEffffeeccttiivvee RRiisskk MMaannaaggeemmeenntt?? 

⮚ Scalability 

⮚ Highly customizable: Agencies can tailor to their needs 

⮚ Scales to support the evolution of risk management 

⮚ Collaboration 

⮚ Allows system owners to collaborate with ISSOs 

⮚ Supports stakeholder engagement 

⮚ Incident Management 

⮚ Allows for incident reporting 

⮚ Provides automated reporting and data visualization 
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HHooww iiss IIHHSS CCuurrrreennttllyy UUssiinngg tthhee AArrcchheerr GGRRCC 
TTooooll?? 
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Assessment and authorization activities for systems used 
on the IHS network take place in Archer through auto-
generated System Security Plan (SSP) documents. 

Incident Response: Integration with Archer has begun 
and the Cybersecurity Incident Response Team (CSIRT) 
is using Archer for incident response. 
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Plan of Action and Milestones (POA&M) 
Management: Some POA&M management occurs in 
Archer today. 

Asset Tagging: A small level of IHS assets is tagged via 
Archer integration. 



GGooaallss ffoorr AArrcchheerr 
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Assessment: Assessment activities will continue in the 
Archer GRC tool. 

Privacy Integration: A future goal is to automate 
privacy items, including Privacy Impact Assessments 
(PIAs) via Archer. 
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POA&M: The goal is to eventually automate all 
POA&Ms, and end the need for paperwork. 

Stakeholder Engagement: The Headquarters ISSO 
team would like to get more users completing tasks in 
Archer. 



WWhhoo CCaann bbeenneeffiitt ffrroomm AArrcchheerr aatt tthhee IIHHSS?? 

⮚ System Owners and Teams 

⮚ As stakeholder engagement matures, system owners and teams can benefit from more levels of automation in 
Archer. 

⮚ ISSOs 

⮚ ISSOs can view and add documentation to Archer as access levels and the organizational use of Archer continue to 
mature. 

The organization as a whole will benefit from the levels of automation available in the Archer 
GRC tool as the IHS leverages it to achieve effective risk management. 
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GGRRCC AArrcchheerr HHoommee PPaaggee DDaasshhbbooaarrdd 
❖ Landing Page 

⮚ Assessment & 
Authorization 

⮚ POA&M 
Management 



GGRRCC AArrcchheerr DDaasshhbbooaarrdd AAsssseessssmmeenntt && 
AAuutthhoorriizzaattiioonn ((AA&&AA)) 

Assessment & Authorization 

❖ Search Columns 

⮚ Tracking ID 

⮚ Component Name 

⮚ Mission/Purpose 

⮚ Component Type 

⮚ Component ISSO 



PPOOAA&&MM MMaannaaggeemmeenntt DDaasshhbbooaarrdd 
POA&M Management 

❖ POA&Ms 

⮚ POA&M ID Tracking 

⮚ POA&M 
Stakeholder 

⮚ Component 
(System Name) 

❖ Findings 

⮚ Weakness ID 

⮚ Security Control 

⮚ Response 



HHooww ttoo RReeqquueesstt AAcccceessss ttoo AArrcchheerr 



FFrreeqquueennttllyy AAsskkeedd QQuueessttiioonnss 

⮚ What is the IHS timeline for full integration/system owner involvement? 

⮚ What is the IHS timeline for privacy integration? 

⮚ Do Area ISSOs need access? 



QQuueessttiioonnss?? 

Zhi Cheng 

⮚ Information System Security Officer 

⮚ 240-535-2930 

⮚ Zhi.Cheng@ihs.gov 

⮚ Indian Health Service 
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