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IInnttrroodduuccttiioonn 
YYoouu kknnooww:: 
◦ What functions and services your facility performs 

◦ Why your facility performs those functions and services 
◦ Who depends on those functions and services 

◦ When and how to restore those functions and services 

AArree yyoouu 110000%% ssuurree aabboouutt tthhaatt?? 



OObbjjeeccttiivveess 
DDuurriinngg tthhiiss pprreesseennttaattiioonn,, wwee wwiillll eexxpplloorree:: 
◦ What a business impact analysis (BIA) is 

◦ What goes into a BIA and what comes out 
◦ Why performing a BIA gives you the analyzed guidance to restore functions efficiently and reliably 

◦ How performing a BIA helps identify gaps and barriers to performing functions 

◦ Identifying the IT systems that support critical functions so they can be restored in the right order after 
an outage 

◦ Understanding dependencies with other departments, agencies, and third parties that affect performing 
IHS functions 

◦ How BIAs are a key component in complying with security controls 



““BBeeffoorree tthhee BBIIAA”” EExxeerrcciissee SScceennaarriioo 



SScceennaarriioo 
YYoouu wwoorrkk iinn SSaannddyy’’ss TToottaall HHeeaalltthh CClliinniicc.. 
◦ List your primary functions – what you do 

◦ List the major systems that support each – what you need 



PPiicckk aann EEvveenntt ((SScceennaarriioo)) 
◦ Heat dome 

◦ Causes all of the roads and bridges to crack and buckle impeding clinic access by staff and clients 

◦ Overtaxes the power grid. You lose power and your generator fails (or you don’t have a generator). 

◦ Lightning strike 
◦ Causes significant fire damage to the clinical, administrative, and server areas. 

◦ Several IT staff members are severely injured 

◦ Cyberattack 
◦ Targeted disinformation sent to clients and patients 

◦ IT systems are hijacked and inoperable. Patient records, lab records, scheduling, etc. are either locked, corrupted, or exfiltrated. 

◦ Influenza outbreak 
◦ Increased patient load but reduced clinical staffing 

◦ Shortage of medications and other supplies 



IImmpplleemmeenntt RReeccoovveerryy ((SScceennaarriioo)) 
◦ Which functions are the most critical to meet the clinic’s mission? How do you know? 

◦ Which functions do you restore first? Why? 

◦ How much time do you have to restore functions? Any repercussions if you don’t? 

◦ You restore less critical functions later? Does that affect other clinics, labs, or vendors? 

◦ Which systems do you restore first? 

◦ How much time do you have to restore systems? 

◦ What if your data restore is unavailable or fails? 

◦ After the clinic has returned to operational, what do you say during the after action review (hotwash) 
about the recovery’s efficiency? 



MMoommeennttss YYoouu’’rree GGllaadd YYoouu BBuuiilltt aa BBIIAA 



YYoouu NNeeeedd ttoo RReeccoovveerr FFrroomm DDiissrruuppttiivvee 
EEvveennttss 
LLuucckk aanndd hhooppee aarree nnoott rreeccoovveerryy ssttrraatteeggiieess.. 

EEvveennttss tthhaatt ccaann ddeerraaiill mmeeeettiinngg tthhee mmiissssiioonn:: 
◦ NNaattuurraall: tornado, lightning strikes, floods, excessive heat or cold spells 

◦ Damage to buildings, power, environmentals, IT infrastructure, barrier to staff access to facility 

◦ TTeecchhnnoollooggiiccaall: cyberattacks, remotely-initiated power outages, targeted disinformation 
◦ System unavailability, hijacked data, exfiltration, ransomware, compromised decision capability 

◦ HHuummaann mmaaddee: terrorist attack, infrastructure breach, hazmat spill 
◦ Damage to infrastructure, dangerous environment for habitation, fear of returning to work 

◦ OOtthheerr: pandemic, labor strike 
◦ Staff unavailability, loss of skills and knowledge, unhealthful working conditions 

CCaarreeffuull ppllaannnniinngg rreedduucceess ttiimmee aanndd ccoosstt ooff rreessppoonnssee.. 



YYoouu NNeeeedd ttoo PPllaann FFoorr RReeccoovveerryy 
WWhheerree ddoo wwee ssttaarrtt?? 
◦ PPllaannnniinngg ddooccuummeennttss: identified and described in NIST standards and based on the BIA 

◦ COOP – planned devolved services 

◦ DRP – plan for facility recovery 

◦ ISCPs – plans to recover systems 

◦ Contracts and agreements – included everywhere 

◦ RReessttoorriinngg FFuunnccttiioonnss: all identified in the BIA 
◦ Which functions do we restore first and what do we need to do that? 

◦ Which functions need to be restored because another department depends on them? 

◦ Which functions can be performed differently until the facility is back up and running? 

◦ Which functions can wait? 

◦ RReessttoorriinngg SSyysstteemmss: all prioritized in the BIA; recovery covered systems’ ISCPs 
◦ Which systems must be restored first? 

◦ By function supported 

◦ By dependency on other systems 

◦ Which systems can wait? 

BBIIAAss rreemmoovvee tthhee gguueesssswwoorrkk.. 



YYoouu nneeeedd ttoo ppllaann ffoorr tthhee ffuuttuurree 
PPllaann ffoorr:: 
◦ Future infrastructure procurement and implementation 

◦ Weak points that impede continuity and recovery 
◦ Dependencies with other organizations, departments, vendors, public support organizations 

◦ Lack of defined agreements that level-set expectations and obligations 

◦ Adequate, appropriate staffing and skills 

SSttrreeaammlliinnee ooppeerraattiioonnss:: 
◦ Identify redundancy in functions and systems 

◦ Identify where more support is needed 

YYoouu nneeeedd ttoo ddeevveelloopp CCOOOOPP ppllaannss,, DDRRPPss,, aanndd IISSCCPPss ((bbaasseedd oonn tthhee BBIIAA)).. 

CCaarreeffuull ppllaannnniinngg rreedduucceess ttiimmee aanndd ccoosstt ooff mmeeeettiinngg yyoouurr mmiissssiioonn.. 



BBIIAA –– TThhee BBlluueepprriinntt ttoo RReeccoovveerryy 



WWhhaatt’’ss aa BBIIAA?? 
TThhee BBIIAA iiss aann aannaallyyttiiccaall ttooooll.. IItt pprroovviiddeess aa ssttrruuccttuurreedd pprroocceessss ttoo:: 
◦ Capture the functions the facility performs and the mandates to do so 

◦ Differentiate between critical and non-critical functions based on structured analysis of impacts of not 
performing certain functions and time frames 

◦ Determine the priority to restore critical functions after an outage 

◦ Identify dependencies between the functions and other departments and organizations 

◦ Identify the IT systems that support performing those critical functions (and thus, the priority to restore 
those systems) 

◦ Use the resulting analysis to develop DRPs and ISCPs. 
◦ Develop real-world exercises that help train staff to respond effectively and update plans that provide 

substantive guidance to respond. 



WWhhaatt’’ss iinn aa BBIIAA?? 



FFuunnccttiioonnss 
FFuunnccttiioonnss aarree tthhee sseerrvviicceess yyoouurr ffaacciilliittyy pprroovviiddeess.. 
◦ The functions the organization performs 

◦ Reasons to perform functions (e.g., contract, compact, legislative mandate, organization mission) 
◦ Impacts if each function is not performed 

◦ Thresholds for how soon the functions must be restored 

◦ Dependencies 

EEvveerryy ffuunnccttiioonn iiss iimmppoorrttaanntt bbuutt nnoott eevveerryytthhiinngg iiss ccrriittiiccaall.. 



SSyysstteemmss 
SSyysstteemmss iinncclluuddee tthhee IITT iinnffrraassttrruuccttuurree aanndd aapppplliiccaattiioonnss tthhaatt ssuuppppoorrtt ffuunnccttiioonnss.. 
◦ IT infrastructure that supports each function 

◦ Priority and timeframes to restore systems 

NNoott aallll ssyysstteemmss mmuusstt bbee rreessttoorreedd aatt tthhee ssaammee ttiimmee.. 



TThhrreeaatt AAsssseessssmmeennttss 
TThhrreeaattss aanndd vvuullnneerraabbiilliittiieess aarree eennvviirroonnmmeennttaall ccoonnddiittiioonnss tthhaatt ccaann iimmppaacctt mmeeeettiinngg tthhee 
mmiissssiioonn.. 
◦ Threats can include earthquakes, power outages, tsunami, or other events that may affect facilities in 

your geographic area. 
◦ Identify the threats to your facility that merit analysis of impacts of an event. 

SSoommee oouuttaaggeess aarree mmoorree pprreeddiiccttaabbllee tthhaann ootthheerrss.. 



SSttrruuccttuurree ffoorr CCaappttuurree aanndd AAnnaallyyssiiss 
TThhee BBIIAA ttooooll’’ss ssttrruuccttuurree hheellppss yyoouu ccaappttuurree ccrriittiiccaall iinnffoorrmmaattiioonn aanndd pprriioorriittiizzee tthhee oorrddeerr ttoo 
rreessttoorree aafftteerr aann oouuttaaggee.. 

TThhee BBIIAA ttooooll aauuttoommaatteess mmuucchh ooff tthhee ddaattaa ccaappttuurree aanndd aannaallyyssiiss.. 



RReessuullttss 
WWhheenn ffiinnaalliizzeedd,, yyoouu ccaann eeaassiillyy ddeetteerrmmiinnee:: 
◦ Who and what is impacted if an event or outage occurs 

◦ Priority and timeframes to restore functions 

◦ A road to recovery based on analysis 



WWhhaatt’’ss nnoott iinn aa BBIIAA?? 
AA BBIIAA iiss nnoott:: 
◦ A plan; it’s an analysis tool. 
◦ An indictment of deficiencies; it’s a tool to capture information to address deficiencies and best practices 

◦ A set of procedures; it provides fodder to capture procedures 

◦ A final analysis; it is routinely reviewed and updated as the facility changes 



LLeett’’ss BBuuiilldd aa BBIIAA 



IItt’’ss NNoott aass HHaarrdd aass iitt SSoouunnddss 
TThhee BBIIAA ttooooll iiss bbaasseedd oonn uussiinngg ccoonnssiisstteenntt ddaattaa ((ee..gg..,, ““88 hhrrss”” vvss.. ““88 hhoouurrss””)) ttoo ssuuppppoorrtt rreelliiaabbllee 
aannaallyyssiiss.. 

IItt iinncclluuddeess lloottss ooff ffuunnccttiioonnaalliittyy ttoo eennssuurree 
◦ Consistency in capturing data 

◦ Accuracy in data analysis. 



PPrreeppaarree 
GGeett tthhee RRiigghhtt PPeeooppllee.. 
◦ Facility policy people / Management for support and buy-in 
◦ People who perform functions 
◦ People who know why the facility performs its functions 
◦ IT folks 
◦ DRCP for support and guidance 

GGeett tthhee RRiigghhtt TToooollss.. 
◦ BIA data collection sheets 
◦ BIA tool – a spreadsheet that uses site-specific site data to perform the analysis 
◦ Contracts, agreements, etc. or someone who knows about them 
◦ A physical or virtual place to meet 
◦ A place to store information, drafts, reviewed versions, and final versions, “parking lot” issues 

GGeett tthhee TTiimmee.. 
◦ Set a schedule with milestones 
◦ Iterative process to capture the right information 
◦ Time to review 



BBuuiilldd 
CCaappttuurree tthhee FFuunnddaammeennttaall DDaattaa wwiitthh tthhee BBIIAA DDaattaa CCoolllleeccttiioonn SShheeeettss.. 
◦ List of FFaacciilliittyy DDeeppaarrttmmeennttss and their functions 

◦ List the IITT ssyysstteemm details 

◦ List the TThhrreeaattss aanndd hhaazzaarrddss to the facility 



CCaappttuurree FFaacciilliittyy DDeeppaarrttmmeennttss 
LLiisstt ffaacciilliittyy ddeeppaarrttmmeennttss aanndd tthheeiirr ffuunnccttiioonnss.. 
◦ Impact if not performed 

◦ Dependencies on other departments, vendors, etc. 



CCaappttuurree IITT SSyysstteemm DDeettaaiillss 
LLiisstt IITT ssyysstteemm ddeettaaiillss.. 
◦ DRCP can generate the basic systems list for you 

◦ For each system, capture: 
◦ Type of IT application (e.g., custom, commercial off-the-shelf, etc.) and the host environment 

◦ Whether the IT application contains personally identifiable information (PII) or personal health information (PHI) 



CCaappttuurree TThhrreeaattss,, HHaazzaarrddss,, aanndd VVuullnneerraabbiilliittiieess 
LLiisstt tthhrreeaattss,, hhaazzaarrddss,, aanndd vvuullnneerraabbiilliittiieess ttoo tthhee ffaacciilliittyy.. 
◦ Likelihood of occurrence 

◦ Impacts if the hazard occurs 

◦ Mitigation strategies 



RReeffiinnee 
OOnnccee tthhee ddaattaa sshheeeettss aarree ffiinniisshheedd:: 
◦ DRCP will pre-populate the BIA tool 
◦ The BIA tool performs much of the preliminary analysis 

◦ The BIA team captures the associations between functions, IT systems, and threats 

RRuubbbbeerr:: mmeeeett rrooaadd 
◦ Building the BIA is an iterative process. 
◦ Can start with functions, departments, or IT systems. You’ll get to the same place. 



RReeffiinnee IITT SSyysstteemmss IInnffoorrmmaattiioonn 
CCaappttuurree tthhee llaasstt ooff tthhee IITT ssyysstteemm iinnffoorrmmaattiioonn.. 
◦ The BIA tool calculates which systems require ISCPs based on FIPS category, PHI, and PII 



AAlliiggnn IITT SSyysstteemmss wwiitthh DDeeppaarrttmmeenntt FFuunnccttiioonnss 
AAssssoocciiaattee IITT ssyysstteemmss wwiitthh ddeeppaarrttmmeenntt ffuunnccttiioonn.. 
◦ A function and/or department can require more than one IT system 
◦ The function determines RTO and MTD 
◦ The BIA tool calculates the time sensitivity and criticality to restore the function 



DDeetteerrmmiinnee TThhrreeaatt IImmppaacctt 
TThhee BBIIAA ttooooll ccaallccuullaatteess rriisskk iimmppaacctt bbaasseedd oonn tthhrreeaattss aanndd vvuullnneerraabbiilliittiieess.. 



OOuuttppuuttss 
TThhee BBIIAA ttooooll ppeerrffoorrmmss tthhee ffiinnaall aannaallyyssiiss aanndd rreeppoorrttss.. 
◦ The priority to restore functions and systems 

◦ The departments and functions that rely on systems or applications 

◦ Impact of an IT system or application outage on services 

◦ Impact if the service is unavailable 

◦ System maximum tolerable downtime (MTD) and recovery time objective (RTO) 
◦ Whether a system requires an ISCP 

◦ Threats to your facility, calculated risks to meeting your mission, and mitigation strategies 



RReeccoovveerryy RReeppoorrtt 



UUssee 
PPuutt tthhee oouuttppuuttss ffrroomm tthhee BBIIAA ttooooll wwoorrkk ffoorr yyoouu.. 
◦ Update 

◦ Continuity of Operations (COOP) plan 

◦ Disaster Recovery Plans (DRP) 

◦ Information System Contingency Plans (ISCP) 

◦ Address or acknowledge any gaps identified 

◦ Prove compliance with NIST 800-53r5 security controls 



CCoollllaatteerraall BBeenneeffiittss 
GGaapp AAnnaallyyssiiss 
◦ Identification – you didn’t know you needed support or supplies 

◦ Contracts and agreements – you need to confirm expectations 

◦ Access – you need to be able to access information or systems you don’t have access 

RReedduunnddaannccyy 
◦ Multiple applications that support the same function or perform the same work 

◦ Dependencies on different organizations for the same support 

CCoonnfflliiccttss 
◦ Among function and IT restoration priority 

◦ Between agreements 

◦ Between expectations 



WWrraapp UUpp 



LLeett’’ss RReevviieeww tthhee OObbjjeeccttiivveess 
◦ What a BIA is 

◦ What goes into a BIA and what comes out 
◦ Why performing a BIA gives you the guidance to restore functions efficiently, reliably, and in the proper 

order based on functions’ quantified priority 

◦ How performing a BIA helps identify gaps and barriers to performing functions 

◦ Pinpointing the systems that are necessary to perform functions 

◦ Understanding the dependencies with other departments, agencies, and third parties that affect 
performing function 

◦ How BIAs are a key component in complying with NIST SP 800-53 



WWhheerree CCaann II GGeett HHeellpp?? 
YYoouu’’rree nnoott aalloonnee.. 
◦ Disaster Recovery / Contingency Planning (DRCP) Team 

◦ NIST SP 800-34, rev. 1: Contingency Planning Guide for Federal Information Systems, May 2010 

◦ NIST SP 800-53, rev. 5:  Security and Privacy Controls for Information Systems and Organizations, 
September 2020 

◦ IHS Contingency Planning Handbook 

◦ DIS SOP 20-03: Business Impact Analysis Standard Operating Procedure 



Questions? Ready to get started? 




